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2. Web Front End Access

The main method of access into the Global Knowledge European Remote Labs
environment is via a Web Access Front End.

The URL for this is:
http://rlabs.globalknowledge.net

From here, via a Login screen, access is enabled to all of the devices that comprise the
equipment required for the course.

(Note: a preliminary authentication screen may be encountered prior to the main login
page — details of which are provided in the next section).

&
G Kk EMEA Remote Labs
SIS —

vmwar | NOJRTEL

atfiili
cisen

There are 2 levels of login access granted:
1. Student Login

This login provides access to all of the Student level devices — typically arranged
as series of ‘pods’ which closely align with the Vendor recommended course setups.

2. Instructor Login

This level of access will provide connections to the devices which comprise the
‘core’ of the lab setup which are not normally available to Students. Also found here will
be the management tools and additional information required to manage the course
devices. It is recommended that Students are NOT given access to the Instructor Web
pages.

Full details of the access methods, tools etc are given in the following sections.
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3. Preliminary Authentication

Depending on the location for the course delivery, it may be necessary to perform a
preliminary authentication phase in order to enable access from the Training Site
through the Remote Labs firewall.

In most cases, this will be an automatically presented Web page when the main site
URL is entered into the local Web Browser.

The page will look as follows:

=
(ilthaI Knowledge . EMEA Rem0te Labs

Enter the RackiD/EventlD as per your Access Details E-Mail
More Information

HTTPS Authentication
Usemame: |

Password:[
oK

The credentials required will have previously been provided in an Access Details E-Malil.
The credentials are:

For the Username — use the Rack ID/Username provided

For the Password — use the Event ID/ Password provided.

For example a login for a Cisco ICND class on Rack 12 might be:

Rack ID/Username: ICND12
Event IDS/Password: 18942

During authentication, it will be necessary to accept the security certificate, following
which you will be presented with the main Web Access Login page.

Please note that this authentication is per IP from the site and lasts for 24 hours — so will
need to be performed once per day, per IP (most sites use a single IP via NAT, so only a
single login per day is normally required).
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4. The Student Login Screen

2} Global Knowledge Remote Labs - Login - Microsoft Internet Explorer
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Rack 1D:

Event ID:

Login

&

I™ Tick box bo access instuctorcore equipment (Instructoss Only)

Minimum browser requirements:
Intermet Explorer 5.5 with ActiveX and scripting support

Impeortant user information: The Website, including text, content, software, video,
sound, graphics, pholographs, lllustrations, afwork, names, l0gos and ofher
miaterial "Contenf) ks protected by copyright, trade marks andfor other proprietary
rights. Tha Content includes both content owned or controlied by us and conlent
cwnid of confrolled by third parties and licensed 1o us. All aficles, repors and ofner
elements making up the Website may be copyright works, You scquire no fights or
licences in or bo e Website andior the Content other than the imited right 1o use the
Website in accordance with these Terms.

@ Global Knowledge Metwork Training Lid. - Terms & Conddions

EMEA Remoie Labs

vmware AVAYA

Traffic Stats! | Remote Labs - PC Setup Guide
%
’—

For Student login, from the Main Web Access login page (shown above), it is only
necessary for them to provide the Rack ID and Event ID credentials that were supplied

in the Access E-Mail.

Using the details from earlier, as an example:

Rack ID:
Event ID:

ICND12
18942

Then click the ‘Login’ button. The student will typically be taken to the Pod selection
screen (actual screen varies depending on Vendor/Course/Rack size)
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5. Student Pod Selection

e
Ri!t:hlli\'m\\l-nl;-:t'- MEA emote Labs

o= Lab Access Logon

The course Instructor should allocate students to pods according to the requirements of
the class (typically 2 students to a pod, however this varies according to Vendor and
Course).

Students then simply click on the Pod Icon that corresponds to their allocated pod

number. They will then be taken to the Device Access Screen for the selected Pod
Equipment.
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6. Student Device Access Screen

=
Global Knowledge . EMEA Remote Labs

o= Lab Access Logon

From this Device Access screen, all of the allocated devices that comprise the pod are
accessible, simply by clicking on the icon for the required device.

Each icon for an available device will have a normal ‘web page hotspot’. Clicking on this
‘hotspot’ will launch whichever access tool is appropriate for the device.

Most commonly, the access methods are based on telnet for the consoles of items such
as routers and switches and RDP for PC's.

Example Router Session: Example PC Session:

5 podaRouter - 195.81.152.70 VT
| Fle ER Sshp Contrel Window Help

i ;

GLOBAL WMOWLEDGE Remote Labs

This 45 a Console access window for the Cisco IoMD class
! UNMAUTHORISED ACCESS TO THIS EQUIPMENT IS PROMIBITED !

To access the Class Lab equi + press RETURN
- the resulting prompr will be the class device

Fress RETURN to access the device

Fouterd]
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Web Page Timeout

When access has not been used for a period of time (typically during theory lectures),
Device windows and the Web Access Login may time out.

Should this happen, the students Web page will drop back to the Login Screen — simply
login again with the standard credentials to re-open access.

Device Access Conflict
For most devices that are accessed via a ‘console’ session (routers, switches), only a
single session is possible. This also applies to the majority of lab PC access (RDP
‘console session’).
If a session is already open, a student attempting to open another session will be
refused — a refusal message may be displayed or the console telnet window will close
automatically.

On a PC, however, the new session request will close any existing session.

The resolution is simply to either use the existing open session or to close that session
down and re-connect.
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7. The Instructor Login Screen

19
"=

Global Knowledge . EMEA Remote Labs
|

Py vmware AVAYA

| Traffic Stats! | Remote Labs - PC Setup Guide

Rack 1D: icnd12

Event ID: CLLL]

¥ Tick box to access instructoricare equipment (nstructors Only)
Username: Jtrnmeli
Password: [eoeened]

Minirnurm browser requirements:
Internet Explorer 5.5 with Activel and scripting support

Important user information: The Website, including texd, content, software, video,
sound, graphics, photographs, illustrations, arwork, names, logos and other
material "Conten) is protected by copyright, trade marks andfor ather proprietary
rights. The Content includes both content owned or controfled by us and content
owned or controlled by third parties and licensed to us. All articles, reports and other
elements making up the Website may be copyright works. You acquire no rights or
licences in or 1o the Website andior the Content other than the limited right to use the
Websile in accordance with these Terms.

@ Global Knowledge Metwork Training Ltd, - Terms & Conditions

dge Nabwosk Training Ltd. | AR

For Instructor login, from the Main Web Access login page (shown above), it is

necessary to provide further credentials IN ADDITION to the Rack ID and Event ID
credentials.

Check the tick box ‘Tick Box to access instructor/core equipment (Instructors Only)

This will bring up the additional credential boxes. Enter the additional details as supplied

in the Access E-Mail as ‘Instructor Username’ and ‘Instructor Password’ into the
additional and click ‘Login’

The Instructor Access Web page for the equipment set will now be displayed.
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8. The Instructor Access Page

Global Knowledge - EMEA Remote Labs

&2 Lab Access Logon

wg_ro_P IZI'I

Following successful Instructor Login, a Web Access page similar to the above will be
displayed. Typically access will only be supplied here for the Instructor accessible Core
Devices.

For access to pod devices, select the appropriate pod from the Drop-Down list located at
the top left of the screen, this will allow switching between the student pods for access
and back to the Instructor screen, as required.

From here, there are also a number of course management and information tools
available to provide such facilities as ‘Power Cycle’, ‘Device Configuration Management’
and access to Support tools such as Instructor Course Notes and Support Requests.

These tools are described in the following sections.

Copyright Global Knowledge - Revision 1.2 12/05/2014 Page 10



Global Know ledge « . EUi'Opean
Web Front End User Guide v1.2

9. Instructor Tools

Clear Lines (Available on most Racks)

Occasionally, a Console session to a device may be refused, despite no obvious existing
open session, typically as a result of a ‘frozen’ local PC or intermittent Internet
connection.

In these circumstances the ‘Clear Lines’ option allows the instructor to clear the locked
session, allowing re-connection.

This option may not always be present, dependant on Vendor/Course/Equipment
variations. In these cases, it is either not required or not possible and it may be
necessary to request a Support intervention.

Select devices below to clear lines

g Core Switch Clear
Ej Labside Tunnel Router Clear
8) PsTN Clear
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Power Control

The Power Control option allows the instructor to power cycle the devices used in the

course.
/) http://195.81.152.9 - Power Management - Microsc terne S =]
CVOICE Rack 15 ~ Power Control Panel
Status Device Action
° Labside Tunnel Router  Power Cycle
o Core Switch Paower Cycle
(&5) PSTN Power Cycle
Pod 1 HQ1 router Power Cycle
Pod 1 HQ2 Router Power Cycle
(€)) Pod 2 HQ1 router Power Cycle
o Pod 2 HQ2 Router Power Cycle
Close This Window
=

This process is independent of any console session to the device, so it is possible to
monitor the power cycle process exactly as if the device was ‘local’ and a console cable
directly attached.

This allows the possibility to observe the boot process of the device and to break in at
any point, for configuration, password recovery etc. purposes.
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Device Management Tool (Available on most Racks)

The Device Management Tool allows the instructor, through a remote scripted tool to
automatically configure course device with specific configurations.

This allows the Instructor the possibility to:

e Load initial configurations to course devices prior to course start.

e Load specific configurations onto both Core and Pod devices for specific lab
exercises throughout the course.

o Reset devices following incorrect configuration or assist students in bringing
devices up to a required configuration standard.

e Erase or reset devices on completion of the course.

Each device has a drop-down menu. The options available will be dependent on device
and lab/course requirements.

“ http://195.61.152.9 - Device Reset Management - Microsoft Internet B =10] x|
=
CVOICE Rack 15 - Device Reset Management
Device Status Action
CVOICE 15 (Rack A)
@ LabSide Tunnel Ready [Frease setect |
e PSTN Ready [Prasse satect =]
@ Core Switch Ready [Flease seteat -]
@ HQ1 Router Ready [Please Satect -]
0 BR1 Router Ready Please Select -
@ HQ2 Router Ready [Frease Seteat |
Q BR2 Router Ready [Plaase Satect -]
Close This Window
=
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Config Manager (Available on all VPN-based Racks — Cisco and Avaya VOICE)

Contains .txt versions of classroom switch and router configurations when a VPN
connection from the classroom is required

3 rlahs globalk nnwledge net - /voice_configs/CYOICE/rack15/ - Microsoft Internet Explorer provided by Global Kns

rlabs.globalknowledge.net - /voice_configs/CVOICE/rackls/

[To Parent Directory]

Tuesday, July 13, 2010 3:45 PH 9692 CVOICEv6-CST Rack 15+16 2811.txt
Wednesday, October 25, 2008 2:25 PM 10285 VOICE vé6.0 Class Side Swicch Config - 3560-48.txt
Tuesday, May 25, 2010 8:59 AM 3169 VPN Troubleshooting Guide.txt
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Options

From the ‘Options’ menu it is possible to tailor the rack connection tools to allow for
specific client software installed on the classroom PC’s to be used to provide the device
connections.

For example, to provide Console Session connections, the available options are:

PUuTTY (our recommended option)
TeraTermPro

Microsoft Telnet

Hyperterminal

(Note: MS Telnet is, by default, NOT installed in Windows Vista or Windows 7 and
above)

RDP Client Software:

Terminal Services ActiveX Client (Windowed or Full Screen)
Remote Desktop Connection Client (mstsc) (Windows or Full Screen)

/3 Course Options - Microsoft Internet Exple =10l x|
. =
Options:
Terminal Emulation using: |HyperTerminal ¥ |
Microsoft Telnet
TeraTern Pro
PuTTY
RDP Client
[ Terminal Services ActiveX Client (Windowed)  »|
=

After clicking ‘Apply’ followed by ‘OK’, it is necessary to refresh the Web page by
pressing F5 to ‘enable’ the new selection.

Please note that the above options are configured on a complete rack basis — i.e. it is
NOT currently possible for individual pods / students to be using alternate tools.

However, in cases where more than one rack is in use in a classroom (e.g. 2 VOICE

racks, each of 4 students), it is possible for students using one rack to have a set of
options that differ from the students in the second rack.
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10. Requesting Help

E-Mail (Primary Support Request method)

The Support Team E-Mail address is:  rIs@qglobalknowledge.net

Our SLA for all support requests is to respond within 15 minutes.**

** Within normal supported course hours. Very occasionally, your e-mail may be delayed in transit, therefore, if you have
not had a response after 30 minutes, please send a follow-up e-mail and consider contacting us by telephone.

Telephone

Support Direct Telephone Line: +44 (0)118 989 7735

Other Contact Methods

We do not normally encourage contact methods (e.g. Skype, IM, MSN etc.), other than
the above, as these other methods often do not easily provide a means to record and
track support information. Such information is important to allow us to ensure that we
provide the best support service possible to you.
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